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As organizations expand further into the cloud, there continues to be an 

influx of simple mistakes, such as misconfigurations, that can expose 

organizations to significant security, privacy and regulatory risks. Tripwire 

partnered with Dimensional Research to understand what progress 

organizations are making towards securing their cloud environments and 

what areas of improvement exist for implementing industry best practices.

This report covers findings from a survey conducted by Dimensional 

Research in July 2020. A total of 310 qualified individuals completed the 

survey. All had responsibility for IT security of public cloud environments 

at a company with more than 100 employees.
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INDIVIDUALS REPRESENTED

Company Size

16%

41%

100–1,000 employees

More than 5,000 employees

1,000–5,000 employees

Job Level

22%

46%

32%

Executive

Individual contributor

Team manager

Region

78%

18%

4%

AMER

APAC

EMEA
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Industry

COMPANIES REPRESENTED

Financial Services and Insurance

Software

Healthcare

Manufacturing

Government

Services

Education

Technology (other than Software)

Retail

Telecommunications

Media and Advertising

Food and Beverage

Energy and Utilities

Transportation

Non-profit

Other

43%

17%

15%

12%

8%

8%

7%
7%

6%

5%

4%

2%

2%

2%
2%

1%

2%



How often does your company 
assess your overall cloud security 
posture?

21%

21%

7%

2%
Real-time or near real-time

Monthly

Quarterly

Weekly

Less often than annually

As needed—no regular schedule

Annually

22%

18%

9%

Fully automated

Manual

Partially automated

We don’t assess our cloud security posture

How does your company assess your 
overall cloud security posture?

70%

22%

6%
2%
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ONLY 21% ASSESS THEIR OVERALL CLOUD POSTURE IN REAL/
NEAR-REAL TIME, AND 22% STILL ASSESS THIS MANUALLY

Attackers are known to run automated searches to find sensitive data exposed in 
the cloud, making it critical for organizations to monitor their cloud security 
posture on a recurring basis and fix issues immediately. 



55

How difficult is it for your 
organization to maintain security 
configurations in cloud 
environments?

In your opinion, how does your 
organization’s risk management 
capabilities in the cloud compare to 
other parts of the environment?

76% FACE CHALLENGES MAINTAINING SECURITY 
CONFIGURATIONS IN CLOUD ENVIRONMENTS

37% ARE NOT AS CONFIDENT ABOUT RISK MANAGEMENT 
IN THE CLOUD AS THEY ARE IN OTHER AREAS

33%

31%

4%

23%

67%

9%

24%

Much worse in the cloud

They are the same

Somewhat worse in the cloud

Somewhat better in the cloud

Much better in the cloud

Very difficult

Not difficult

Somewhat difficult

8%

“Security teams are dealing with 
much more complex environments, 
and it can be extremely difficult to 
stay on top of the growing cloud 
footprint without having the right 
strategy and resources in place,” 
said Tim Erlin, vice president of 
product management and strategy 
at Tripwire. 
“Fortunately, there are well-
established frameworks, such as 
CIS benchmarks, which provide 
prioritized recommendations for 
securing the cloud. However, the 
ongoing work of maintaining proper 
security controls often goes 
undone or puts too much strain on 
resources, leading to human error.”
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How concerned are you about human 
error causing accidental public 
exposure of data in your 
organization’s cloud environments?

Which best practice security frameworks does your 
organization use for securing public cloud environments? 
Choose all that apply.

93% ARE CONCERNED ABOUT HUMAN 
ERROR CAUSING CLOUD DATA EXPOSURE

MOST FOLLOW A BEST PRACTICES FRAMEWORK,  
WITH NIST AND CIS AS THE TOP TWO

0 10 20 30 40 50

19%

46%

50%

19%

Other
Australian PSPF, Internal best practices, BSI, CCAF, CSA, 
Custom, HIPAA, ISO, ISO 27001; CSA STAR, MITRE, NCSC, 
NORMA/GEMMA/PETRA, SOC2 compliance

40%

53%

7% Very concerned

Not concerned

Somewhat concerned

NIST

DISA

CIS Benchmarks (for cloud)

Other (please specify)

We don’t use any security frameworks for cloud

5%



7

FEWER THAN ONE IN FOUR HAVE CONTINUOUS  
COMPLIANCE OF CLOUD SECURITY

91% OF ORGANIZATIONS HAVE IMPLEMENTED SOME  
LEVEL OF AUTOMATED ENFORCEMENT IN THE CLOUD

How would you characterize the 
level of automated enforcement of 
your organization’s security efforts 
for the cloud? Choose the one answer 
that most closely applies.

24%

48%

9%

16%

4% Fully automated

Partially automated

Highly automated

Slightly automated

Not automated

In time for audits

Continuous compliance

Periodic reviews

We don’t do this

How does your organization maintain 
cloud security compliance and 
regulations over time? Choose the one 
answer that most closely applies.

58%

22%

13%7%



Does your organization have an 
automated process for assessing 
new cloud assets as they are added 
to your environment?

New cloud assets

Significantly more automation

No change

Slightly more automation

Slightly less automation
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In your ideal world, how would your 
organization change the level of 
enforcement automation?

92% WOULD PREFER MORE AUTOMATION OF SECURITY ENFORCEMENT

Does your organization have 
automated solutions for ensuring 
proper encryption settings are 
enabled for databases or storage 
buckets?

Encryption settings

49%51%

46%

46%

6%
2%

Yes No

55%45%

Security teams are stretched thin. 
Hunting down every configuration 
issue across numerous cloud 
accounts is tedious work and prone 
to human error. 

WHERE AUTOMATION IS HELPING TO MAINTAIN SPECIFIC SECURITY CONTROLS
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IDENTITY AND ACCESS MANAGEMENT

ROOT ACCOUNT ACCESS

Ensure MFA is enabled for the root account

Ensure security questions are registered in the 
cloud provider account

Ensure no root account access key exists 

Ensure hardware MFA is enabled for the root 
account

None of these

Ensure password complexity requirements and 
reuse restrictions

Ensure multi-factor authentication (MFA) is enabled 
for all IAM users that have a console password

Address credentials and access keys that are 90 
days are older

Avoid use of “root” accounts

None of these

What type of automated monitoring 
does your company have for root 
account access? Choose all that apply.

Does your organization have 
automated solutions for 
assessing the following Identity 
and Access Management 
controls? Choose all that apply.

57%

2%

LOGGING

Ensure service for recording API calls is enabled 
(e.g. Cloud Trail for AWS) 

Ensure log file validation is enabled

Ensure cloud instances (e.g. S3 or Blob) is not 
publicly accessible

Ensure configuration item history is captured

Ensure access logging is enabled

None of these

Does your organization have any of 
the following automatic 
assessments for logging 
controls? Choose all that apply.

68%

58%

82%

42%

16%

52%

36%

45%

44%

44%

44%

54%

10%

71%



Automated alerts with context 

We do not have a control to alert for 
prohibited or suspicious behavior 

Ad hoc or manual methods 

Automated alerts that do not  
provide context 

0 10 20 30 40 50 60 70 80

15%

51%

5%

29%

MONITORING

How is your organization alerted to 
automated alerts of prohibited or 
suspicious behavior? Choose the one 
answer that most closely applies.

Which of the following types of behaviors does 
your organization receive alarms for? Choose 
all that apply.

Detection of brute force attempts 

Usage of root account 

IAM policy changes

Unauthorized API calls 

Changes to network gateways

Changes to Network Access Control Lists 
(NACL)

Console sign-in without MFA

None of these 7%

69%

47%

45%

49%

51%

39%

47%

For information on cloud security solutions 
offered by Tripwire, please visit:  
tripwire.com/solutions/cloud-cybersecurity

https://www.tripwire.com/solutions/cloud-cybersecurity


Tripwire is the trusted leader for establishing a strong cybersecurity foundation. We protect the world’s 
leading organizations against the most damaging cyberattacks, keeping pace with rapidly changing tech 
complexities to defend against ever-evolving threats for more than 20 years. On-site and in the cloud, our 
diverse portfolio of solutions find, monitor and mitigate risks to organizations’ digital infrastructure—all 
without disrupting day-to-day operations or productivity. Think of us as the invisible line that keeps 
systems safe. Learn more at tripwire.com
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